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ABSTRACT 

The purpose of this article is to take a look at how quantum 

cryptography works and how it compares to traditional 

encryption methods. We provide a quick overview of 

quantum computing and highlight its promise using a 

simplified description of Shor's Algorithm. Prominent 

databases such as IEEE Xplore, ScienceDirect, and JSTOR 

were used to gather relevant material, which included books, 

journals, conferences, lecture notes, and websites, all 

pertaining to quantum cryptography. The workings of 

quantum cryptography and Shor's algorithm were therefore 

better understood. Using examples to illustrate the 

complexities of Shor's method, the authors provided a 

concise description of quantum cryptography and showed 

how encryption is accomplished by using the features of 

quantum particles. By staying up-to-date on the latest 

findings in quantum cryptography, interested academics 

might encourage future cryptography scholars to go further 

into quantum computing, quantum cryptography, and other 

quantum theory concepts.  

 

Keywords: Concepts such as quantum public key 

distribution, quantum theory, cryptography, and Shor's 

algorithm are essential. 

 

1. INTRODUCTION 

 

The struggle between those who create new codes and 

those who attempt to crack them has persisted throughout 

the history of computer science [1]. The classical 

computer community has long considered the 

development of an unbreakable encryption algorithm to 

be the pinnacle of cryptography. The poor processing 

power of classical computing is the reason why it is 

difficult to crack the encryption [2]. The goal of this work 

is to provide light on the concepts underlying encryption 

and cryptography as they pertain to classical and quantum 

computers. In order to understand the computational 

difficulty of quantum cryptography, we also reviewed 

Shor's algorithm. Classical computers are known to 

exclusively store binary data (0 or 1), however quantum 

computers Data may be encoded in one of three possible states: 

1, 0, or a combination of the two (superposition states) [3]. Some 

have speculated that quantum computers possess the necessary 

enormous computational capacity to crack conventional 

computer encryption [2] [4].  

 

Some classical encryption techniques may be impossible for 

classical machines to break in this day and age. using the other 

hand, the same program would execute in a tenth of the time 

using quantum computers. The square root of the time it takes the 

classical method to calculate is about how much time the 

quantum algorithm would require, according to realistic 

estimations [5]. Additionally, it should be noted that algorithms 

expressly characterized by or dependent on a key aspect of 

quantum processing, such as quantum superposition or 

entanglement, are specifically referred to as quantum algorithms.  

Digital signatures are among the most important basic 

cryptographic schemes that are currently accessible. The discrete 

logarithm assumption (DSA) and the RSA algorithm form the 

basis of these cryptographic techniques. According to Shor's 

groundbreaking research [6], none of the aforementioned will be 

safe when the quantum computer finally appears. So, Post-

Quantum cryptographic techniques are becoming more and more 

of a priority for cryptography experts.  

It follows that the superposition/entanglement property of 

quantum computers is crucial to quantum cryptography and 

Shor's method. 

 

1.1 A Brief History of Cryptography and Shor’s 

Algorithm 

Since 1900 BC, some form of cryptography have been in use 

for a long time, with its roots traced back to the Egyptian 

mummy traditions [7]. The purpose has always been to find a 

secure means of passing messages. 

It all started in 1981 by Richard Feynman at MIT, where he 

proposed a basic model for a quantum computer. Feynman 

was able to outline the possibility to outpace classical 

computers exponentially. Since Feynman came up with the 

quantum concept, lots of researches have been done on the 

field. As already pointed out, quantum computers are 

considered the destructor of the present-day classical 

cryptography [8]. 
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Figure 1: Comparing Classical bit and Qubit Source: [14] 

 

Peter Shor, an American Mathematician while working in 

Bell Labs, New Jersey in 1994, formulated the Shor's 

algorithm. The algorithm was designed for integer 

factorization. Shor proved that a quantum computer when 

operating optimally (without succumbing to environmental 

noise or another quantum related interference) could 

effectively break classical cryptography schemes such as the 

RSA. A large integer factorization problem has been a major 

limitation of classical cryptography, but quantum computers 

take advantage of Shor's algorithm to solve this problem [9]. 

 

2. LITERATURE REVIEW 

 

Scholarly works on quantum cryptography are included 

in this section. It is expected that this will assist scholars 

in the subject of quantum cryptography and related areas 

in better understanding the nature of quantum 

cryptography.  

2—Traditional Cypher  

A message's information may be concealed from prying 

eyes using cryptography, which also serves to 

authenticate the message's correctness.  

As our society becomes more and more digital, 

cryptography is crucial for keeping sensitive information 

secure. The primary goal of encryption, the first 

cryptographic method, was to ensure the privacy of its 

users. It has been around for a while, but prior to the 

digitization boom, it was mostly used to secure 

government and military communications. To further 

guarantee the authenticity and integrity of data, 

cryptographic hash functions and digital signature 

algorithms are used [10].  

With the introduction of the avatars, Alice (the sender) 

and Bob (the receiver), classical cryptography introduces 

the idea of encryption and decryption, where a parameter 

called the key is set by the parties involved.  

Cryptanalysis = E_(K)(P) An example of a cryptographic 

system is the decryption function P = E_(K)^(-1)(C). 

Using a keyspace K as a parameter, the particular 

transformation is selected [11].  

 

Section 2.1.1: Cryptography Fundamentals and Shor's 

Algorithm  

In contrast to quantum computers, which use qubits to 

encode data, classical systems use bits. In this case, 

superposition allows for the encoding of more than two 

states in a single qubit [12].  

Take, for example, a computer having four classical bits; 

in most cases, you may describe it as 24 or 16, among 

other permutations. Sequences like 0000, 0001, 0010, 

0011, etc., are examples. Any one of the sixteen states 

might be this. Nonetheless, the theory of quantum 

computing dictates that a superposition of four quantum 

bits (qubits) may exist in any one of the sixteen 

conceivable configurations at the same time. According 

to this idea, a 20-qubit register could simultaneously hold 

1,048,576 values, which is one million. This is plausible because, 

as seen in figure 1, an atom may coexist in two states 

(superposition) at the same time, |0> and |1> [12]. Here, the two 

states stand in for the two atomic energy levels.  

 

So, the ground state is represented by |0> and the excited state is 

|1>. The fact that one Qubit may stand in for two states at once 

has been proven: |Ψ> = α|0> + β|1>.  

In this case, α and Η represent the measured probabilities of the 

superposition collapsing to |0> or |1>, respectively [13]. 

 

Integer factoring and discrete logarithm computations benefited from 

Peter Shor's research on polynomial-time quantum computer 

methods [15]. Here is an example of how numbers may be factorized 

using Shor's algorithm:  

 

A 4-qubit register is required to determine prime factors of 15 using 

Shor's method [16]. As an example, the binary representation of the 

number 15 is 1111. This is because a 4-qubit register is conceptually 

similar to a 4-bit register in a classical computer. Therefore, the 

prime factorization of 15 is computed using a 4-qubit register. For 

each possible number between zero and fifteen, this kind of 

calculation is executed in parallel [17]. The present state of classical 

computer encryption is insecure, and cracking it will need millions—

if not thousands—of error-free qubits [2].  

 

2.1 The Traditional Approach to Classical Computer Cryptography 

As a result of concerns about privacy while transmitting sensitive 

information, numerous intriguing and unconventional methods of 

data encryption have been developed. Take the Nazis' production of 

a massive typewriter-like device called "the Enigma" during WWII 

as an example. Notable pre-computer era ciphers (encoded 

communications) were created with the device [18].  

During the height of the war, Polish block resistance fighters built 

identical devices, complete with instructions on how to use the 

Enigma. It took a long time to decipher the communications, but it 

was ultimately cracked. This was an extraordinary effort given the 

circumstances back then. That was the first step in what would 
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become an endless loop of encryption and decryption [19]. 

Very quickly, public keys became the de facto standard for 

data encryption. However, there is a catch:  

There are many potential applications for keys in cryptology. 

Research into codes with the goal of enhancing data secrecy 

and integrity is known as cryptology. Currently, the most 

popular forms of cryptography are public-key and secret-key. 

In both of these approaches, the person sending the message 

is called Alice and the person receiving it is called Bob.  

The public-key cryptography (PKC) approach requires the 

user to choose two related keys, which are thereafter shared 

with anybody wishing to communicate with them. So, 

although it's theoretically feasible for Alice to communicate 

with Bob, only the keyholder would be able to decipher their 

communications. The ideal situation is when not even the 

sender knows the decryption code.  

For clarity, consider the following analogy: Imagine a 

mailbox with two keys: one opens the front door, and 

anybody with the key can put mail in the box. The second 

key, which is accessible to the recipient, opens the mailbox's 

rear and allows them to retrieve messages stored within.  

Let us now have a look at secret-key cryptology (SKC), 

another classic approach to cryptography. For SKC to work, 

Alice and Bob must share a single key for encoding and 

decoding. Without the key, eavesdroppers will still be unable 

to decipher the message, regardless of how secure the 

channel is that the encryption technique uses [*00].  

To elaborate further, consider the following analogy: Imagine 

a mailbox with a message and a key inside; anyone can open 

the box, but only the keyholder can read the message.  

The One-Time-Pad (OTP) method follows. As an encryption 

method, one-time passwords (OTPs) utilize a secret key that 

is at least as lengthy as the original message. In [20], Claude 

Shannon demonstrated that the OTP is completely secure. 

The fact that you can only use this random key once is a 

downside as it means you'll have to buy more keys in the 

future. In conclusion, classical computers are very 

susceptible to eavesdropping when keys are sent via an 

unsecured channel. There is no foolproof method to detect 

whether Eve (an eavesdropper) has duplicated the keys that 

Alice and Bob communicate over an unsecured channel. 

 
Cryptography 

2.3. Fundamental Principles in Classical Computers that 

Limits its Power to Break Encryption 

The major obstacle in breaking today's encryption scheme by 

classical computers is as a result of the massive size numbers 

used in the combination of the keys. It was deliberately made 

to ensure data security. The combination of numbers in 

modern keys is very complex and intricately designed. For 

instance, to crack a 128-bit key, the number combination has 

an exponential power 1038 [20]. 

You can now imagine the computational power of a system 

that can get the correct combination and how long it could 

possibly take. Researchers estimate that it will take a billion 

computers working in parallel and with each processing as 

much as a billion calculations per second and will still take a 

trillion years to crack a key [20] 

 

2.4 Review on Related Literature on Classical 

Cryptography 

Different researches have been published in the field of classical 

cryptography. In this section, we will present a few of this literature. 

In [22], a description of the conventional cryptography 

fundamentals and its concepts was made. 

The book described the basic terminologies and cryptographic 

schemes, including symmetric and asymmetric cryptography. The 

authors also highlighted the basic ciphers such as substitution and 

transposition ciphers, and one-time pads. Information-theoretic 

approach to cryptography was also talked about. 

Authors [10] explained how long-term confidentiality of 

information had become a major challenge for classical 

cryptography. This is because of the complexity-based nature of 

current cryptography methods. This is attributed to the fact that 

classical cryptographic security is dependent on the intractability of 

certain algorithms. 

Work done in [23] discussed the classical cryptography and 

techniques connected to it. How to use data string (Key) to secure 

the transmission of messages between interested parties were 

discussed. The two main techniques of classical cryptography, 

namely; Asymmetric and symmetric were also discussed in detail as 

shown in figure 2. 

 

 

 

 
 

 

 

 

 

 

 

Block Cipher 

 

Figure 2: Classical Cryptographic Algorithm [21] 

Symmetric Key Cryptography Asymmetric Key Cryptography 

Stream Cipher Substitution Cipher Transposition Cipher 
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The article demonstrated that symmetric cryptography relies 

on a single key for both encryption and decryption, but 

asymmetric cryptography use a key pair.  

The authors provided a concise explanation of the uses of 

hash functions, symmetric algorithms, and asymmetric 

algorithms in contemporary cryptography in [16]. Factorizing 

big numbers, such as RSA numbers, is both fascinating and 

challenging, as discussed in this article. Also covered 

extensively was the discrete logarithm issue and the basics of 

powerful asymmetric ciphers. A concise overview of 

cryptography, a mathematical mechanism that ensures data 

transit between computers remains secret, was provided by 

the author in [24]. Also covered were the early ciphers 

devised by Augustus and Julius Caesar. The author discussed 

cryptography, key use, the Enigma cipher and its 

decipherment, symmetric-key and public-key cryptosystems, 

and their respective benefits and drawbacks.  

A thorough overview of current cryptography systems and 

the underlying mathematical ideas was given in [25]. 

Ciphers, including how to encrypt and decode them, were 

covered in the study. In addition, they contrasted digital 

signatures, public-key cryptography, the RSA cryptosystem, 

data encryption standards (DES and AES), and stream and 

block ciphers.  

Cryptography, cryptanalysis, decryption, and encryption 

were all discussed by the author in [26]. Both symmetric and 

asymmetric key cryptography, as well as other cryptographic 

methods, were covered. Digital signature implementation, 

RSA algorithm, hash function/algorithm, and potential 

cryptography attacks were also covered in the article.  

 

Part 2.5: The Fundamentals of Quantum Cryptography The 

goal of cryptography as a whole is to ensure the delivery of 

unbroken messages. The three main players in cryptography 

are the sender (Alice), the receiver (Bob), and the possible 

eavesdropper (Eve), according to the layman's definition.  

The symmetric system allows for the encryption and 

decryption of messages by the sharing of a key, which 

consists of random bits, between Alice and Bob [27]. If Eve 

manages to get her hands on the key, the whole encryption 

system will be rendered useless. Therefore, secure key 

distribution is critical for conventional cryptography, and this 

is precisely the problem that quantum cryptography aims to 

solve.  

Despite popular belief, quantum cryptography is 

impenetrable because it relies on key distribution via single-

photon transmission rather than encryption techniques [28]. 

For optimal digital data transmission, single photons are 

used, as each photon encodes either a 0 or a 1. Because even 

a little amount of ambient light may distort the signal, it is 

very unpredictable and difficult for eavesdroppers to detect 

[29].  

Quantum computing and encryption have emerged as a result 

of the significant contributions made by quantum scientists in 

recent years. Both make use of entanglement and 

superposition, two cornerstones of quantum mechanics. A 

photon may exist in all four conceivable states simultaneously (0, 1, 

0, and 1), a phenomenon known as superposition.  

 

whereby entanglement delineates the connection of two or more 

attributes of particles that have become interdependent [30].  

In contrast to conventional cryptography, which relies on 

mathematical techniques to encrypt data, quantum cryptography uses 

the laws of quantum physics. Sending data via insecure networks in 

this way is a safer mission [31].  

 

2.6 Encryption and Quantum Computers  

The one-time password (OTP) is the only foolproof method for 

evading classical cryptography's encryption algorithm issue, as 

previously stated. But we have listed the potential downside of that 

specific approach, particularly with respect to its one-time usage. 

Through the manipulation of quantum particle properties, quantum 

cryptography is able to resolve all key distribution concerns. 

Regarding this, one photon may stand in for a qubit, and to 

determine the qubit's value, one must measure the photon's 

properties, such as its polarization. The tough part comes now 

because, in most circumstances, measuring a photon's qualities 

changes its properties. Since both Alice (the sender) and Bob (the 

receiver) can notice any changes that occur from the measurement, it 

becomes exceedingly difficult for anybody attempting to eavesdrop 

on the message. Alice and Bob will undoubtedly get different values 

for the qubits when they compare them, allowing them to dismiss the 

qubit, even if an eavesdropper named Eve attempts to measure or 

copy the key. Thus, quantum cryptography remains impenetrable at 

this time. Nonetheless, a technique for monitoring quantum particles 

that does not impact their state could be found in the future. Experts 

in the field are now focusing on this.  

 

Distributing Quantum Public Keys (2.7)  

Classical encryption has a number of problems, the most significant 

of which is that it cannot assume anything about an attacker's 

capabilities since its fundamental design depends on the power of the 

mathematical calculation used to create it [32]. By using quantum 

features to communicate secret information like cryptographic keys, 

Quantum Key Distribution emerges as a brilliant solution to the 

problems encountered by traditional encryption. Messages sent 

across unsecured routes may subsequently be encrypted using this.  

A quantum transmission is accomplished by use of a series of 

rectilinear or diagonal photon locations that serve as polarization 

bases. A binary bit of 0 is represented by a photon at 45 degrees 

horizontally, while a binary bit of 1 is represented by a photon at 135 

degrees vertically [33].  

Since light consists of indestructible particles called photons, its 

polarization makes it an excellent medium for encoding quantum 

information. Researchers in the quantum field may encrypt quantum 

bits of information into the polarization of individual photons and 

produce them one by one. We can construct trustworthy quantum 

networks by exchanging photons that have been polarization-

encoded [34]. Even several photons' polarizations may be entangled 

by laboratories researching quantum light. 
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The random max of rectilinear and diagonal photons in a 

quantum transmission means any interference will alter the 

transmission and stir up disagreements between Alice and 

Bob on some of the bits as shown in figure 3 [35]. 

Quantum entanglement and non-locality, a phenomenon that 

ensures that each particle's quantum state cannot be 

individually identified, was also discussed. Other important 

topics from the research paper include; quantum 

cryptographic constructions, and quantum cryptographic 

limitations and challenges. 

 

 

 

 

 
Figure 3: Quantum Public Key Distribution BB84 protocol [36] 

 

2.5 Review on Related Literature on Quantum 

Cryptography 

This section covers some research papers published on Quantum 

cryptography. 

The paper [35] discussed the properties of polarized photons, 

which is a key element of a quantum system. Polarized light is 

generated by sending an ordinary light beam through a 

polarizing apparatus. Although polarization is a continuous 

variable; however, the uncertainty principle ensures that no 

photon can reveal more than one bit about its polarization on 

measurement. This is one of the reasons why quantum 

cryptography is highly secured when compared to classical 

cryptography. In quantum public key distribution, the quantum 

channel is not directly used to send messages. Instead, it is used 

to transmit a supply of random bits between users. Then, when 

investigated subsequently subject to passive eavesdropping, the 

users can detect with high probability if the original quantum 

transmission has been disturbed in transit. 

In [37], the basics of quantum information in detail, including the 

unitary evolution and circuits in the linear operation of a 

quantum system. The quantum no-cloning feature which makes 

it physically impossible to clone a quantum system. 

The authors in [30] discussed the general principles of quantum 

science and quantum technologies. They explained in detail the 

principles of quantum cryptography, especially quantum key 

distribution (QKD), how it works, and its weaknesses. They 

identified the two primary forms of a quantum communication 

network; the use of QKD across nodes with fiber connection and 

then, the "free space" quantum communications via open air. 

The authors also discussed the advances in the research on 

"quantum materials" and their potential impact on quantum 

science. 

The current and prospective markets for quantum key 

distribution (QKD) and related quantum communications 

technologies was examined in [38]. The work showed how 

distance impacted the widespread use of QKD and compared the 

overall security architecture of the quantum system over the 

conventional classical cryptographic systems. According to the 

authors, QKD products have been commercialized publicly for 

over a decade and are valued at $50-500 million annually. 

In [39], the authors provided a comprehensive insight into 

quantum science and cryptography. They started with the 

origins of cryptography and quantum communications, showed  

the  experimental  state  of  advanced  quantum 
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communication with entangled photons, quantum logic using 

linear optics and quantum state sharing. They also explained 

further the intrigues of free-space quantum cryptography and 

then how noise-immune quantum key distribution works. 

The authors in [40] experimented on the effect of turbulence 

on an underwater quantum channel using twisted photons. 

The aim was to show the feasibility of high-dimensional 

encoding schemes in comparison with different quantum 

protocols in an underwater quantum channel. The researchers 

sent a Gaussian laser beam over a 3m underwater link at a 

wavelength of 635nm. The result showed that they 

successfully achieved a positive secret key rate with a 2- and 

3-dimensional QKD BB84 protocol. 

 

3. CLASSICAL CRYPTOGRAPHY VS. QUANTUM 

CRYPTOGRAPHY 

Using mathematical methods with large prime numbers, 

classical cryptographic techniques are almost impossible for 

classical computers of today to crack. In theory, the security 

architecture of classical encryption will fail when tested on 

future quantum computers due to the anticipated speed and 

superposition feature of these computers, which is a direct 

result of the assumption that classical cryptography's prime 

numbers are indecipherable. se.  

On the other hand, quantum cryptography systems are 

secure because they use photons to convey information at 

the atomic level, which is protected by the principles of 

quantum physics [41].  

Conventional transmission mediums cannot reproduce the 

unique cryptographic phenomena guaranteed by the 

uncertainty principle in primitive quantum systems. Due to 

the high-probability of disruption when it meets any 

external interference while transmitting, it is theoretically 

impossible to eavesdrop inside a quantum communications 

channel without being noticed [35].  

Additionally, the following characteristics allow for a 

comparison of classical and quantum cryptography:  

a) Technical aspects: 50 km is the sweet spot for quantum 

communication systems when it comes to data transmission 

efficiency [42]. Classical cryptography, on the other hand, 

allows for communication distances that may reach several 

million kilometers. With that said, real-time secure keys 

transmitting continuously at rates surpassing 10 Mb/s have 

set a new bitrate record for quantum communication using 

QKD [43]. In traditional cryptography, the processing 

capacity is the primary determinant of the bit rate.  

b) Cost considerations: Quantum cryptography is 

prohibitively costly and only works for direct connections at 

the moment [44]. Conversely, customers may almost pay 

nothing to have traditional cryptography implemented in 

software.  

c) Features of the application: A digital signature verifies 

the validity of digital data for traditional cryptography. The 

receiver may be certain that the communication was 

unaltered in transit thanks to a digital signature.  

 

conveyance [32]. Generation of keys, signing of keys, and 

verification of keys are the three primary algorithms. However, due 

to the usage of quantum mechanisms in quantum cryptography, 

algorithms are not simply implementable.  

d) Baseline: In principle, it is possible to observe any traditional 

private channel without the parties involved knowing. However, 

due to the photons' inherent volatility, this becomes more 

challenging in quantum systems [23]. 

4. SHOR’S ALGORITHM 

Prime numbers are, by definition, divisible only by 

themselves (or the number 1). They are the foundation of the 

number system. So, when asked the prime factors, or 

multipliers, for the number 15, almost every student with 

basic mathematical background knows the answer to be; 3 

and 5 by memory. However, a larger number, such as 91, 

might call for some pen and paper before one could solve it. 

Also, a larger number, like 232, can (and has) taken scientists 

two full years to factor, even with hundreds of high-speed 

classical computers operating in parallel. Most encryption 

schemes like credit cards, state secrets, and other confidential 

data are based on the difficulty in factoring these numbers 

[45]. For example, in 2016 the RSA-220 which is 220 digits 

long was factored with significant computer resources [46]. 

Theoretically, a single qubit computer can easily crack this 

problem, by using hundreds of atoms, in parallel, to quickly 

factor the RSA-220 and other huge numbers. 

Peter Shor, in 1994, came up with a quantum algorithm that 

was able to compute with a high-level of efficiency the prime 

factors of huge numbers that previously impossible for any 

classical supercomputer [47]. 

The basic idea of Shor's algorithm is the process of 

period-finding using the Quantum Fourier Transform (QFT). 

The QFT takes some function f(x) and figures out the period 

of the function [48]. 

Shor’s algorithm is given as follows: 

1. First, a random positive integer m < n is chosen, then 

the gcd(m, n) is calculated in polynomial time using 

the Euclidean algorithm. If gcd(m, n) ≠ 1, the prime 

factor of n has been found, and the problem is done. 

But, if gcd(m, n) = 1, then proceed to step 2. 

2. A quantum computer is then used to get the unknown 

period P of the sequence and is given as follow; x 

mod n, x2 mod n, x3 mod n, x4 mod n, ... 4. 

3. To proceed, if P is found to be an odd integer, step 1 is 

repeated. But, if P is an even integer, we proceed to 

step   4.   Since   the   period   P is 

even, (mP/2−1)(mP/2−1)=mP−1=0 mod n 

4. The next step is to check if mP/2 + 1 = 0 mod n, and if 

so, step 1 is repeated. However, if mP/2 + 1 ≠ 0, then 

proceed to step 5. 

5. Finally, to compute d = gcd(mP/2 - 1, n), we use the 

Euclidean algorithm, and since mP/2 + 1 ≠ 0 mod 

n was proven in step 4 above, we can also show that 

d is a significant prime factor of n. 
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An example to illustrate Shor's algorithm is as follows: 

Below is an example of how n = 91(=7*13) can be factorized 

using Shor's algorithm: 

1. A random positive integer m = 3 is chosen since gcd 

(91,3) =1 

2. The period P is given by: 

f(a)=3a mod 91 

Shor's algorithm is used to find the period P, on a quantum 

computer, i.e., P = 6. Since the period P is even, we proceed 

to step 4. 

3. Since the equation does not equal 0 mod 91, we 

proceed to step 5. 

3P/2+1=33+1=28≠0 mod 91 

4. See below: 

d=gcd(3P/2−1, 91)=gcd(33−1, 91)=gcd(26,91)=13 

Through careful calculation and the use of a quantum 

computer, the significant prime factor of d = 13 was found 

of n = 91 [49]. 

Note: So far, many researchers in quantum science have tried 

to implement Shor's algorithm with quantum systems; 

however, none have been successful in a scalable way with 

more than a few quantum bits [50]. 

 

5. AREAS OF APPLICATION OF QUANTUM 

CRYPTOGRAPHY 

The capabilities and capabilities of quantum 

computers to do complex tasks have been covered in 

this study. However, is it presently sold in stores? 

"No," is the simplest way to put it; it is far from 

finished. In addition, a hybrid platform that securely 

employs both conventional and quantum computing in 

the cloud may be necessary for the effective 

deployment of various application areas [51].  

Consequently, below are a few domains where 

quantum cryptography might be useful:  

1) Chemistry with Computers: Solving many 

challenges in material science becomes easy when the 

correct catalyst is discovered for effectively improving 

current materials or creating new ones. So far, 

chemical interaction simulations have relied on 

conventional computers; nevertheless, there are 

situations where this approach may not be enough. 

Richard Feynman investigated the potential 

applications of a quantum computer in modeling 

quantum mechanical processes [51].  

Here are a few key issues that, if addressed, might 

have a significant influence:  

i) Ammonia, a key ingredient in fertilizers, requires 

the present Haber process  

ii) Discovering innovative and sustainable materials is 

crucial if we are to reach room-temperature 

superconductors.  

iii) Discovering a catalyst that enhances carbon 

sequestration efficiency.  

iv) Novel battery chemistry is required for enhanced 

performance, since current lithium-ion batteries are in dire 

need of improvement [52].  

 

Software, Hardware, and Circuit Fault Simulation: Creating a 

large piece of software often necessitates the use of 

Application-Specific Integrated Circuit (ASIC) devices with 

billions of transistors or millions of lines of code. It is often 

exceedingly difficult and costly to use a classical computer to 

check for accuracy in this situation. It is critical to identify 

and control errors. When it comes to saving lives or money, 

mistakes may have devastating consequences. Quantum 

computing has the ability to speed up these simulations and 

provide far greater coverage [52].  

2) The Chinese and Austrian academies of sciences were the 

first to showcase the concept of the quantum internet. A 

secure video conference between the two universities was the 

intended goal of the intercontinental quantum 

communications experiments. They were able to successfully 

transmit the first photon packets 1,200 km to the Chinese 

Micius satellite. The packets were transmitted to Europe as 

the satellite sped past China. This accomplished the 

remarkable feat of laying down a secure fiber optic 

communication route spanning 7,600 kilometers between 

China and Austria. A future quantum internet may be traced 

back to this [13].  

2) Swiss Secure Ballotting: The rollout of online voting in 

Switzerland was an early innovation. When it came to 

securing their electronic votes, the Swiss were the first to 

utilize a quantum cryptography system. Their central voting 

station's connection to government data centers via fiber-optic 

links was encrypted using a quantum cryptography method. 

The encryption boxes secured point-to-point connections 

using Triple-DES and used quantum cryptography for secret 

key exchange. A 1Gbps encryption bit rate was available on 

the device. One major drawback is that the encryption protons 

started to weaken after a transmission distance of 50 km [53]. 

 

6. DISCUSSION 

 

Classical and quantum cryptography, as well as the 

fundamental ideas behind them, have been introduced and 

simplified in this study. We took a look back at some 

important studies conducted in conventional and quantum 

cryptography. The goal of the study is to provide a solid 

groundwork for newcomers to quantum cryptography and 

to encourage them to pursue further studies in the subject. 

 

7. CONCLUSION 

 

The incidence of data breaches in government and 

corporate databases throughout the globe has increased 

the need for privacy and data security to an all-time high. 

Modern cryptography systems face an even greater threat 

from quantum computers and Shor's Algorithm. The need 

for solutions to ensure the security of data has piqued the 

attention of experts in quantum cryptology. 
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